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In today’s interconnected digital landscape, we believe cybersecurity has emerged as a

crucial investment theme that demands attention from savvy investors. The recent global

IT outage linked to CrowdStrike, a major player in the cybersecurity industry, serves as

a stark reminder of both the importance and the challenges faced by this sector. While

such incidents may cause short-term disruptions, they ultimately underscore the growing

need for robust cybersecurity solutions, potentially fueling long-term growth in this

theme.

The CrowdStrike Incident: A Wake-Up Call

On July 19, 2024, a widespread IT outage affected numerous businesses worldwide,

including banks, airlines and media outlets. This disruption was reportedly linked to

CrowdStrike’s Falcon sensor, a key component of their cybersecurity suite. The incident

led to grounded flights, disrupted financial services and even impacted emergency

services in some regions.1

While such events can temporarily shake confidence in cybersecurity providers, they also

highlight the critical role these companies play in maintaining the smooth operation of

our digital infrastructure. The far-reaching impact of this outage demonstrates just how

deeply integrated cybersecurity solutions have become in our daily lives and business

operations.

Why we Believe Cybersecurity Remains a Compelling Investment Theme

Despite short-term setbacks, several factors continue to make cybersecurity an

attractive theme for stock pickers:

Escalating Cyber Threats  : The frequency and sophistication of cyberattacks

continue to rise. By 2025, cybercrime is projected to cost the world $10.5 trillion

annually, nearly 10% of global GDP.2

Growing Market : The cybersecurity market is expanding rapidly. Gartner estimates

that global cybersecurity spending could increase by 14% year over year in 2024,

reaching approximately $215 billion.3

Technological Advancements : The emergence of new technologies like AI, cloud

computing and Internet of Things (IoT) creates new security challenges, driving

demand for innovative cybersecurity solutions.

Regulatory Pressures: Increasing data protection regulations worldwide are forcing

companies to invest more in cybersecurity measures.

Remote Work Trend  : The sustained shift toward remote and hybrid work models has

expanded the attack surface, necessitating more comprehensive security solutions.
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Generative AI’s Impact  : The rise of generative AI technology significantly

influences the cybersecurity landscape. While it can aid attackers and improve the

sophistication of threats, it also aids in developing advanced defense mechanisms,

such as data analysis for identifying vulnerabilities and automating repetitive

tasks. 

Conclusion

While incidents like the recent CrowdStrike-related outage may cause short-term

volatility, they ultimately reinforce the critical need for robust cybersecurity

solutions. As our world becomes increasingly digital, the importance of cybersecurity

will only grow. For investors, this presents a compelling long-term opportunity to

capitalize on a theme that is not just a trend, but a fundamental necessity in our

modern, interconnected world.

It is interesting to remember:

SolarWinds faced a devastating supply chain attack in 2020, and it was particularly

pernicious in the sense that the vulnerability was exploited in the users of

SolarWinds’ products—not simply the company itself. As of July 22, 2024, SolarWinds

is still publicly traded and has a market capitalization of nearly $2.0 billion.4

The flow of news and headlines in 2020 and 2021 were so negative that I’ll admit I

was surprised the company is 1) still trading and 2) has a market capitalization

above $1 billion. In its most recent investor presentation, the company reported

growth in annual recurring revenue of 36%.5

In the second half of 2023, Okta suffered a data breach where hackers stole data

from all customer support users.6 As Okta’s business is securing digital identity,

this is not a great headline. In 2022, there was a breach where some Okta customers

were impacted by a breach from LAPSUS$, a hacking organization.7 If we look at

Okta’s market capitalization as of July 22, 2024, we see a figure of nearly $16.0

billion.8 In the most recent quarter, subscription revenue at Okta grew 20%.9

I mention these two companies simply because it is important to keep perspective. We

never know the future, but we do know that if we look at history, there are examples of

companies that have been hacked in significant ways—making global news—they have come

out the other side. For those that can keep a longer-term perspective, sometimes these

kinds of events signal interesting points of entry for investors, particularly those

investors who have been concerned about valuations in the past.

The WisdomTree Cybersecurity Fund (WCBR) Helps Capture the Theme Effectively

The WisdomTree Cybersecurity Fund (WCBR) is designed to track, before fees and expenses,

the total return performance of the WisdomTree Team8 Cybersecurity Index. In discussing

the strategy, we tend to highlight the following:

Expert Partnership in Cybersecurity:   The strategy leverages our expert partner,

Team8, to measure the exposure of cybersecurity companies and their products and

services to key developing themes. This approach ensures a comprehensive evaluation

of the companies’ alignment with critical industry trends, enhancing the Fund’s

ability to capitalize on emerging opportunities within the cybersecurity theme.

Industry professionals at Team8 have worked in the Israeli Defence Force’s Unit 8200

and the National Security Agency (NSA) in the U.S., to name a few.
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Systematic Approach Highlighting Growth and Exposure     : The strategy benefits

from the discipline of a systematic approach combined with active expert selection.

Modified equal-weighting and semi-annual rebalancing help mitigate over-valuation

risk. Only companies with high exposure to at least one defined cyber theme and

meeting the revenue compound annual growth rate (CAGR) requirement are included in

the portfolio. The weighting tilts the portfolio toward companies with the broadest

high exposure to the themes and the fastest revenue growth within the theme.

Low Overlaps with Tech Benchmarks    : The strategy’s low overlaps with major tech

benchmarks like the NASDAQ 100 Index, as of June 2024, provides investors with

unique exposure. This differentiation allows access to opportunities beyond

traditional tech indexes, focusing on innovative and emerging segments. By avoiding

heavy concentration in well-known tech giants, the strategy offers a balanced

approach, aligning with forward-looking investment trends.

Bottom Line Picture as We Enter the Second Half of 2024

When I have spoken to investors in 2024, for the most part, they have been unhappy with

the cybersecurity theme. In fact, WisdomTree tracks the thematic universe of U.S. ETFs,

and we find that, out of roughly 45 distinct thematic topics into which we group

hundreds of ETFs, cybersecurity was the second-worst in terms of outflows, seeing

investors remove about $1.1 billion during the first six months of 2024.10

We understand that performance of cybersecurity strategies has lagged that of the larger

market capitalization technology firms capturing the lion’s share of headlines, but to

be the topic with the second-most outflows across all U.S. thematic topics is quite a

statement. Even outside of the CrowdStrike incident, it’s possible that sentiment is too

bearish for the reality. It’s difficult for us to rationalize the excitement about

Nvidia and AI and not think about all the new cybersecurity tools that will ultimately

be required.

In setting up for the second half of 2024, we wanted to try to put things into a better

context.

First, we must always show the standardized performance as of the most recent quarter-

end. In this analysis, we compare WCBR to two growth-oriented performance benchmarks. We

look at the Russell MidCap Growth Index because we wanted to show a measure of the

performance that was growth-oriented but did not include Nvidia, Microsoft, Alphabet,

Amazon, Meta Platforms, Tesla or Apple—the so-called Mag 7. We then also showed the

Russell 1000 Growth Index that does include these large companies.

In figure 1, one of the starkest comparisons occurs when looking at WCBR (either NAV or

market price) on a year-to-date basis compared to a one-year basis. We will remind

people just how strong the WCBR performance was in the second half of 2023 even if it

has been very weak in 2024 so far.

Figure 1: Standardized Performance

Source: WisdomTree, specifically data from the Fund Comparison Tool in the PATH suite of tools, as
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of 6/30/24. NAV denotes total return performance

at net asset value. MP denotes market price performance. Past performance is not indicative of

future results. Investment return and principal

value of an investment will fluctuate so that an investor’s shares, when redeemed, may            

be worth more or less than their original cost.

Current performance may be lower or higher than the performance data quoted. For the            

most recent month-end and standardized

performance and to download the Fund prospectus, click here.

Investor sentiment toward cybersecurity does tend to take the current year into account,

so we see how WCBR has underperformed both the Russell MidCap Growth Index (RMIDGR) and

the Russell 1000 Growth Index (RU1000G) in figure 2.

Figure 2: Year-to-Date Performance in 2024

Source: WisdomTree, specifically data from the Fund Comparison Tool in the PATH suite of tools, as

of 7/19/24. WCBR represents NAV. NAV

denotes total return performance at net asset value. MP denotes market price performance. Past

performance is not indicative of future

results. Investment return and principal value of an investment will fluctuate so that           

an investor’s shares, when redeemed, may be

worth more or less than their original cost. Current performance may be lower or higher             

than the performance data quoted. For the

most recent month-end and standardized performance and to download the Fund prospectus,          

click here.

But, the tough performance of 2024, in our opinion, is at least partly due to the strong

performance of 2023. To understand why we say that, look at the roughly 40% rally upward

in WCBR from roughly October 31, 2023, to December 31, 2023. This was a strong two-month

period, characterized by expectations of falling interest rates in early 2024. This

expectation did not manifest itself in actual policy decisions in early 2024—

particularly at the U.S. Federal Reserve—so we view a lot of the lackluster 2024

performance of WCBR as a bit of a correction in this misplaced expectation.

Figure 3: Remembering 2023’s Experience

WisdomTree BLOG ARTICLE

WisdomTree.com   1-866-909-WISE (9473)

https://www.wisdomtree.com/investments/etfs/megatrends/wcbr
https://wisdomtree.com/~/link.aspx?_id=48C983D52A6140B2A0E75576971A0AC9&_z=z
https://wisdomtree.com/~/link.aspx?_id=48C983D52A6140B2A0E75576971A0AC9&_z=z
https://wisdomtree.com/blog/glossary#russell-midcap-growth-index
https://wisdomtree.com/blog/glossary#russell-1000-growth-index
https://www.wisdomtree.com/investments/etfs/megatrends/wcbr
https://wisdomtree.com/~/link.aspx?_id=48C983D52A6140B2A0E75576971A0AC9&_z=z
https://wisdomtree.com/~/link.aspx?_id=48C983D52A6140B2A0E75576971A0AC9&_z=z
https://wisdomtree.com/~/link.aspx?_id=48C983D52A6140B2A0E75576971A0AC9&_z=z


Source: WisdomTree, specifically data from the Fund Comparison Tool in the PATH suite of tools, as

of 12/31/23. WCBR represents NAV. NAV

denotes total return performance at net asset value. MP denotes market price performance. Past

performance is not indicative of future

results. Investment return and principal value of an investment will fluctuate so that           

an investor’s shares, when redeemed, may be

worth more or less than their original cost. Current performance may be lower or higher             

than the performance data quoted. For the

most recent month-end and standardized performance and to download the Fund prospectus,          

click here.

In our opinion, thematic funds are about growth, in that there needs to be a reasonable

expectation that the growth within a theme has a reasonable expectation of being above

that of the growth of the broad market. In figure 4, we ignored the most recent year and

focused on three- and five-year periods, also looking at the median as opposed to the

average or weighted average to be less influenced by outliers. We see that WCBR's sales

growth does look compelling relative to both the Russell MidCap Growth and Russell 1000

Growth indexes. This is something we will always monitor, as there are never any

guarantees of future growth.

Figure 4: Median Sales Growth over 3-Year and 5-Year Periods
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Source: WisdomTree; specifically, data is from the PATH Fund Comparison Tool, as of 6/30/24.

Holdings are subject to change. You

cannot invest directly in an index.

If there are investors looking for strategies with a potential to respond to falling

interest rates, we can take the 2023 case study and think that WCBR may have the

potential to respond favorably to falling interest rates, should they occur, in the

second half of 2024.

 

 

1 Source: https://www.crowdstrike.com/blog/to-our-customers-and-partners/

2 Source: https://www.cyrebro.io/blog/decrypting-dollars-understanding-the-10-5t-threat/#

:~:text=In%202020%2C%20Cybersecurity%20Ventures%20published,scale%20of%20attacks%20to%20

come.

3 Source: https://www.gartner.com/en/newsroom/press-releases/2023-09-28-gartner-forecasts

-global-security-and-risk-management-spending-to-grow-14-percent-in-2024

4 Source: Wall Street Journal, with market capitalization accessed on 7/22/24.

5 Source: https://s203.q4cdn.com/877033715/files/doc_financials/2024/q1/SolarWinds-Q1-24-

Earnings-Call-Presentation.pdf

6 Source: https://www.reuters.com/technology/cybersecurity/okta-says-hackers-stole-data-a

ll-customer-support-users-cyber-breach-2023-11-29/#:~:text=Okta%20says%20hackers%20stole

%20data%20for%20all%20customer%20support%20users%20in%20cyber%20breach,-By%20Reuters&tex

t=Nov%2028%20(Reuters)%20%2D%20Okta,network%20breach%20two%20months%20ago.

7 Source: https://www.okta.com/blog/2022/03/updated-okta-statement-on-lapsus/

8 Source: Wall Street Journal, with data accessed as of 7/22/24.

9 Source: https://investor.okta.com/static-files/45a8008e-a185-47a8-a1a7-7e373cfddac5

10 Sources: WisdomTree, Morningstar, Bloomberg. All data as of 6/30/24 and based on

WisdomTree's internal classification of thematic Funds. Historical performance is not

an indication of future performance, and any investments may go down in value.       

ETFs are sold by prospectus only. See each individual Fund’s website for its prospectus

and other important information.

Important Risks Related to this Article

For current holdings of WDNA, please click here. Holdings are subject to risk and

change.

There are risks associated with investing, including the possible loss of principal. The

Fund invests in cybersecurity companies, which generate a meaningful part of their

revenue from security protocols that prevent intrusion and attacks to systems, networks,

applications, computers and mobile devices. Cybersecurity companies are particularly

vulnerable to rapid changes in technology, rapid obsolescence of products and services,

the loss of patent, copyright and trademark protections, government regulation and

competition, both domestically and internationally. Cybersecurity company stocks,

especially those which are internet related, have experienced extreme price and volume

fluctuations in the past that have often been unrelated to their operating performance.

These companies may also be smaller and less experienced companies, with limited product

or service lines, markets or financial resources and fewer experienced management or

marketing personnel. The Fund invests in the securities included in, or representative

of, its Index regardless of their investment merit and the Fund does not attempt to

outperform its Index or take defensive positions in declining markets. The composition

of the Index is heavily dependent on quantitative and qualitative information and data

from one or more third parties, and the Index may not perform as intended. Please read
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the Fund’s prospectus for specific details regarding the Fund’s risk profile.

 

For the top 10 holdings of WCBR please visit the Fund's fund detail page at https://www.

wisdomtree.com/investments/etfs/megatrends/wcbr

For standardized performance and the most recent month-end performance click here NOTE,

this material is intended for electronic use only. Individuals who intend to print and

physically deliver to an investor must print the monthly performance report to accompany

this blog.

Related Blogs

+ What Is (and Isn’t) Working among Technology Stocks in 2Q2024?

+ Software Investing: Riding the Rollercoaster

+ Behind the Markets: A Conversation with Aaron Dubin

For more investing insights, check out our Economic & Market Outlook

View the online version of this article here.
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IMPORTANT INFORMATION

U.S. investors only: Click    here to obtain a WisdomTree ETF prospectus which      

contains investment objectives, risks, charges, expenses, and other information;

read and consider carefully before investing.

There are risks involved with investing, including possible loss of principal. Foreign

investing involves currency, political and economic risk. Funds focusing on a single

country, sector and/or funds that emphasize investments in smaller companies may

experience greater price volatility. Investments in emerging markets, currency, fixed

income and alternative investments include additional risks. Please see prospectus for

discussion of risks.

 

Past performance is not indicative of future results. This material contains the

opinions of the author, which are subject to change, and should not to be considered or

interpreted as a recommendation to participate in any particular trading strategy, or

deemed to be an offer or sale of any investment product and it should not be relied on

as such. There is no guarantee that any strategies discussed will work under all market

conditions. This material represents an assessment of the market environment at a

specific time and is not intended to be a forecast of future events or a guarantee of

future results. This material should not be relied upon as research or investment advice

regarding any security in particular. The user of this information assumes the entire

risk of any use made of the information provided herein. Neither WisdomTree nor its

affiliates, nor Foreside Fund Services, LLC, or its affiliates provide tax or legal

advice. Investors seeking tax or legal advice should consult their tax or legal advisor.

Unless expressly stated otherwise the opinions, interpretations or findings expressed

herein do not necessarily represent the views of WisdomTree or any of its affiliates.

 

The MSCI information may only be used for your internal use, may not be reproduced or

re-disseminated in any form and may not be used as a basis for or component of any

financial instruments or products or indexes. None of the MSCI information is intended

to constitute investment advice or a recommendation to make (or refrain from making) any

kind of investment decision and may not be relied on as such. Historical data and

analysis should not be taken as an indication or guarantee of any future performance

analysis, forecast or prediction. The MSCI information is provided on an “as is” basis

and the user of this information assumes the entire risk of any use made of this

information. MSCI, each of its affiliates and each entity involved in compiling,

computing or creating any MSCI information (collectively, the “MSCI Parties”) expressly

disclaims all warranties. With respect to this information, in no event shall any MSCI

Party have any liability for any direct, indirect, special, incidental, punitive,

consequential (including loss profits) or any other damages (www.msci.com)

 

Jonathan Steinberg, Jeremy Schwartz, Rick Harper, Christopher Gannatti, Bradley Krom,

Tripp Zimmerman, Michael Barrer, Anita Rausch, Kevin Flanagan, Brendan Loftus, Joseph

Tenaglia, Jeff Weniger, Matt Wagner, Alejandro Saltiel, Ryan Krystopowicz, Jianing Wu,

and Brian Manby are registered representatives of Foreside Fund Services, LLC.

 WisdomTree Funds are distributed by Foreside Fund Services, LLC, in the U.S. only.

You cannot invest directly in an index.
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DEFINITIONS

Nasdaq 100 Index : Includes 100 of the largest domestic and international non-financial

companies listed on The Nasdaq Stock Market based on market capitalization. The Index

reflects companies across major industry groups including computer hardware and

software, telecommunications, retail/wholesale trade and biotechnology. It does not

contain securities of financial companies, including investment companies.

Russell Midcap Growth Index : Measures the performance of the mid-cap growth segment

of the U.S. equity universe. It includes those Russell Midcap Index companies with

higher price-to-book ratios and higher forecasted growth values.

Russell 1000 Growth Index     : A measure of the large-cap growth segment of the U.S.

equity universe, selecting from the Russell 1000 Index.
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